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Question 1. (Multi Select)

Buffer overflows are one of the major errors used for exploitation on the Internet today. A buffer overflow

occurs when a particular operation/function writes more data into a variable than the variable was designed

to hold.

Which of the following are the two popular types of buffer overflows?

Each correct answer represents a complete solution. Choose two.

A: Dynamic buffer overflows

B: Stack based buffer overflow

C: Heap based buffer overflow

D: Static buffer overflows

Answer: B, C

Question 2. (Single Select)

John works as a professional Ethical Hacker. He has been assigned a project to test the security of

www.we-are-secure.com. On the We-are-secure login page, he enters ='or''=' as a username and

successfully logs in to the user page of the Web site.

The we-are-secure login page is vulnerable to a __________.

A: Dictionary attack

B: SQL injection attack

C: Replay attack

D: Land attack

Answer: B

Question 3. (Single Select)
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Network mapping provides a security testing team with a blueprint of the organization. Which of the

following steps is NOT a part of manual network mapping?

A: Gathering private and public IP addresses

B: Collecting employees information

C: Banner grabbing

D: Performing Neotracerouting

Answer: B

Question 4. (Single Select)

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of

www.we-are-secure.com. He finds that the We-are-secure server is vulnerable to attacks.

As a countermeasure, he suggests that the Network Administrator should remove the IPP printing

capability from the server. He is suggesting this as a countermeasure against __________.

A: IIS buffer overflow

B: NetBIOS NULL session

C: SNMP enumeration

D: DNS zone transfer

Answer: A

Question 5. (Single Select)

Which of the following virus is a script that attaches itself to a file or template?

A: Boot sector

B: Trojan horse

C: Macro virus

D: E-mail virus

Answer: C
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