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Question 1. (Single Select)

What can you use to block a user account automatically when a risky sign-in is detected?

A: Microsoft Entra ID Protection

B: Microsoft Defender for Office 365

C: Microsoft Entra Privileged Identity Management (PIM)
D: Microsoft Defender for Identity

Answer: A

Explanation:

The correct answer is A. Microsoft Entra ID Protection. Microsoft Learn explains that Microsoft Entra ID
Protection detects sign-in risk and user risk and can work with Conditional Access risk policies to
automatically respond when suspicious authentication activity is identified. Microsoft documents specifically
state that organizations can configure sign-in risk policies and user risk policies to automate responses
such as blocking access, requiring multifactor authentication, or forcing password changes when risky
activity is detected. Microsoft also notes that some very high-confidence risky sign-ins are automatically
blocked by built-in protections.

The other options do not match this function. Microsoft Defender for Office 365 focuses on email,
collaboration, and threat protection for tools like Exchange Online and Teams, not sign-in risk blocking.
Microsoft Entra Privileged lIdentity Management (PIM) manages privileged role activation and governance,
not risky sign-in detection. Microsoft Defender for Identity detects identity-related threats in hybrid identity
environments, but the Microsoft feature used to automatically block risky sign-ins is Microsoft Entra ID
Protection.

Question 2. (HOTSPOT)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Area

Staternents Yes No

You can use a Microsoft Entra security group to assign permissions to Microsoft Entra ID resources.

You can use a Microsoft Entra security group to assign Microsoft 365 licenses

You can use a Microsoft Entra security group to assign permissions to Microsoft Exchange mailboxes.

Answer Area
Staternents Yes No
You can use a Microsoft Entra security group to assign permissions to Microsoft Entra ID resources. D
You can use a Microsoft Entra security group to assign Microsoft 365 licenses. D
You can use a Microsoft Entra security group to assign permissions to Microsoft Exchange mailboxes. D

Question 3. (Multi Select)

Your organization has a Microsoft 365 subscription.

Which two tasks can you perform by using the Exchange admin center? Each correct answer presents part
of the solution.

NOTE: Each correct selection is worth one point.

A: Create a mail flow rule.

B: Add a custom domain.

C: Assign a Microsoft Exchange license.
D: Create a shared mailbox.

Answer: A, D

Explanation:
The correct answers are A and D because both tasks are supported directly in the Exchange admin center
(EAC). Microsoft Learn states that administrators can manage mail flow rules in Exchange Online from the

EAC under Mail flow > Rules, which includes creating and managing transport rules for organizational emalil
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handling. Microsoft Learn also states that administrators can create shared mailboxes in the EAC under
Recipients > Mailboxes, where a shared mailbox can be added and then delegated to users.

Option B is incorrect because adding a custom domain is normally done in the Microsoft 365 admin center,
specifically on the Domains page. Although Exchange can later work with accepted domains and related
mail flow settings, the act of adding and verifying a custom domain is not an Exchange admin center task.

Option C is incorrect because license assignment is handled through Microsoft 365 or Microsoft Entra

administrative tools, not the Exchange admin center.

Question 4. (HOTSPOT)

Your organization has a Microsoft 365 subscription.

A user named John is assigned an admin role as shown in the following exhibit.

Manage admin roles

John selected

isers permission to view data and complete tasks in admin centers, Give users only the access they need by assigning the

.f\_/‘. User [no admin center access)

| @) Admin center access

bal readers have read-only access to admin centers, while Global admins have unfimited access to edit all settings. Users assigned

2 more mited in what they can see and do.

Global Reader

Al Administrator

Exchange Administrator

Global Administrator

Helpdesk Administrator

Service Support Administrator (

SharePoint Administrator

User Expenence Success Manager

Use the drop-down menus to select the answer choice that completes the statement based on the

information presented in the graphic.
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John can [answer choice]. X |
iew all the users in the Microsoft Entra tenant
| view all the content in Microsoft SharePoint sites
read all the content in Microsoft Exchange mailboxes
| perform eDiscovery of Microsoft 365 Copilot prompts

Answer:

John can [answer choice]. 1
iew all the users in the Microsoft Entra tenant I

| view all the content in Microsoft SharePoint sites
read all the content in Microsoft Exchange mailboxes
| perform eDiscovery of Microsoft 365 Copilot prompts

Question 5. (HOTSPOT)

You open the Microsoft Entra admin center as shown in the following exhibit.

[f Identity Secure Score Score History
17.77% i
50+

Your score refreshes every 24 hours.
0

View your Microsoft Secure Score 2

All Security Bast practice Microsoft Defender for identity
12 12 0 0

©  Search by recommendation 7 Add fiter h

12 recommandations found

Priarity Recommendation Required licenses Release type Secure Score points
I Low Use least privileged administrative rales Microsoft Entra ID Free Generally available "

I Low Designate more than one global admin Microsoft Entra ID Free Generally available 17

I Medium Enable password hash sync if hybrid Microsoft Entra ID Free Generally available ]

I High Do not expire passwords Microsoft Entra ID Free Generally available 8/8

I High Ensure all users can complate multifacter authentication Microsoft Entra ID Free Generally available 0.82/9

I Medium Do not allow users to grant consent to unrekable applications Microsoft Entra ID Free Generally available 0/4

I High Enable policy to block legacy authentication Microsoft Entra ID Free Generally available 0.73/8

I High Require multifactor authentication for administrative roles Microsoft Entra ID Free Generally available o0
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Use the drop-down menus to select the answer choice that completes the statement based on the

information presented in the graphic.

Answer Area

Resolving the [answer choice] recommendation will improve the Identity Secure Score the most.
Do not expire passwords
Use least privileged administrative roles

Enable policy to block legacy authentication
Required multifactor authentication for administrative roles

Answer:

Answer Area
Resolving the [answer choice] recommendation will improve the Identity Secure Score the most.
Do not expire passwords
Use least privileged administrative roles
| Enable policy to block legacy authentication

Required multifactor authentication for administrative roles
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