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Question 1. (Single Select)

What details must be included in a Statement of Applicability?

A: Justification for the exclusion of controls

B: Justification for the inclusion of controls

C: The controls considered necessary

D: All of the above

Answer: D

Explanation:

In ISO/IEC 27001:2022, the Statement of Applicability is a required documented output of the information

security risk treatment process. It must contain the necessary controls, including whether they are

implemented, and the justification for their inclusion. It must also include justification for excluding controls

from Annex A when they are not applicable. Therefore, all three elements listed in options A, B, and C are

part of a proper Statement of Applicability, making option D the correct answer.

=======

Question 2. (Single Select)

What is the purpose of management review in ISO/IEC 27001:2022?

A: To ensure that the information security policy matches all identified risks

B: To ensure that employees receive information about updates to information security policies

C: To ensure the continuing suitability, adequacy, and effectiveness of the ISMS

D: To ensure that the information security policy covers all controls indicated in ISO/IEC 27001

Answer: C

Explanation:

ISO/IEC 27001:2022 requires top management to review the organization’s ISMS at planned intervals to

ensure its continuing suitability, adequacy, and effectiveness. Management review is a formal requirement
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under performance evaluation and is intended to confirm that the ISMS continues to support the

organization’s objectives and strategic direction. It is broader than policy review alone and is not limited to

communication or Annex A coverage. Therefore, option C is correct.

=======

Question 3. (Single Select)

Which of the following activities are responsibilities of top management?

A: Motivating employees to contribute to the effectiveness of the ISMS

B: Approving and ensuring the resources needed for the ISMS

C: Establishing appropriate conditions for people to contribute to the achievement of information security

objectives

D: All of the above

Answer: D

Explanation:

ISO/IEC 27001:2022 places strong leadership obligations on top management. These include ensuring that

the resources needed for the ISMS are available, promoting continual improvement, supporting persons to

contribute to the effectiveness of the ISMS, and communicating the importance of effective information

security management. Because all the listed activities are aligned with top management responsibilities, the

correct answer is D.

=======

Question 4. (Single Select)

What are the three main aspects of information security?

A: Durability, auditability, confidentiality

B: Confidentiality, integrity, availability

C: Confidentiality, recoverability, integrity

D: Non-repudiation, authenticity, accountability

Answer: B
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Explanation:

The three fundamental properties of information security are confidentiality, integrity, and availability, often

referred to as the CIA triad. Confidentiality means information is accessible only to authorized persons or

entities. Integrity means safeguarding the accuracy and completeness of information. Availability means

information and associated assets are accessible and usable when required. These principles are

foundational within ISO/IEC 27001 and ISO/IEC 27002. Therefore, option B is correct.

=======

Question 5. (Single Select)

Which statement describes a critical success factor for an Information Security Management System

ISMS?

A: Hiring a certified ISMS implementation consultant with at least five successful cases

B: Implementing an effective information security awareness, education, and training program

C: Hiring a consulting firm that is also the same firm that will perform the third-party audit

D: Purchasing a good antivirus system

Answer: B

Explanation:

A successful ISMS depends heavily on awareness, competence, and engagement across the organization.

ISO/IEC 27001:2022 emphasizes competence, awareness, communication, leadership, and operational

discipline. An effective awareness, education, and training program helps ensure that people understand

their information security responsibilities and contribute to the effectiveness of the ISMS. Hiring consultants

or buying specific tools may help in some cases, but they are not critical success factors defined by the

standard itself. Therefore, option B is the correct answer.
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