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Question 1. (Single Select)

Which firewall plane provides configuration, logging, and reporting functions on a separate
processor?

A: control

B: network processing
C: data

D: security processing

Correct Answer: A

Question 2. (DRAGDROP)

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Tdentifies and inspects all traffic to block

: known threats.
Threat Intelligence Cloud Drag answer here
Gathers, analyzes, correlates, and
L disseminates threats to and from the
Next-Generation Firewall Drag answer here network and endpoints located within the
network.
Inspects processes and files to prevent
Aianosi Eniipnint Yirag aswer heee known and unknown exploits.
Protection S

Correct Answer:
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isseminates threats to and from the e

Threat Intelligence Cloud  network and endpoints located within the
network.

Identifies and inspects all traffic to block Gathers, analyzes, correlates, and
. i known threats. disseminates threats to and from the
Next-Generation Firewall network and endpoints located within the
network.

Inspects processes and files to prevent

; Inspects processes and files to prevent
known and unknown exploits.

Aiemoel Eniipuink known and unknown exploits.

Protection

Question 3. (Multi Select)

Which two configuration settings shown are not the default? (Choose two.)

Palo Alto Networks User-ID Agent Setup

Enable Security Log -/
Server Log Monitor Frequency (sec) 15
Enable Session -/
Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout -/
User Identification Timeout (min) 45
Allow matching usernames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name
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A: Enable Security Log

B: Server Log Monitor Frequency (sec)
C: Enable Session

D: Enable Probing

Correct Answer: B, C

Explanation:

References:

Question 4. (Single Select)

Which data-plane processor layer of the graphic shown provides uniform matching for spyware
and vulnerability exploits on a Palo Alto Networks Firewall?

DATAPLANE

SIGNATURE MATCHING

SECURITY PROCESSING

NETWORK PROCESSING

FPGA

Data Interface

A: Signature Matching
B: Network Processing
C: Security Processing
D: Security Matching

Correct Answer: A
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Question 5. (Single Select)

Which option lists the attributes that are selectable when setting up an Application filters?

A: Category, Subcategory, Technology, and Characteristic

B: Category, Subcategory, Technology, Risk, and Characteristic
C: Name, Category, Technology, Risk, and Characteristic

D: Category, Subcategory, Risk, Standard Ports, and Technology

Correct Answer: B

Explanation:
Explanation/Reference:

https://docs.paloaltonetworks.com/pan-o0s/7-1/pan-os-web-interface-help/objects/objects-applicat
ion- filters
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