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Question 1. (Multi Select)

A critical zero-day vulnerability (CVE-2023-XXXX) is announced, impacting a widely used
corporate application. The exploit involves a specially crafted 'URL' that triggers a buffer
overflow, leading to arbitrary code execution. Your organization uses Cortex XDR and Cortex
Data Lake. As part of your rapid response, you need to: 1. Identify all endpoints that have
attempted to access the malicious 'URL'. 2. Determine if any such attempts were successful
(i.e., led to process creation or network activity). 3. Identify the 'User' account associated with
any successful exploitation. 4. Block future access to this 'URL' and its associated 'IP Address'.
Select all the Cortex Cloud features/components that would be critical for this rapid response.

A: Cortex XDR Live Terminal for immediate endpoint inspection.
B: Cortex Data Lake for long-term storage and advanced XQL queries on 'URL', 'IP Address',
and 'Process' events.
C: Cortex XDR's 'URL' and 'IP Address' bIacklisting capabilities.
D: Behavioral Threat Protection (BTP) to detect post-exploitation activity regardless of specific
signatures.
E: User-ID integration to map 'IP Address' to 'Users'.

Correct Answer: A, B, C, D, E

Explanation:

This is a multi-faceted incident response scenario requiring multiple Cortex Cloud capabilities: -
A. Cortex XDR Live Terminal: Essential for immediate, real-time inspection of potentially
compromised endpoints to gather forensic data and take containment actions. - B. Cortex Data
Lake and XQL: Critical for historical analysis. XQL queries on Data Lake can efficiently search
for all 'URL' access attempts, correlate with 'IP Address' connections, 'process' creation events,
and identify related 'User' activity across the entire dataset, meeting points 1, 2, and 3. - C.
Cortex XDR's 'URL' and 'IP Address' bIacklisting: Directly addresses point 4 by proactively
blocking known malicious indicators. - D. Behavioral Threat Protection (BTP): Crucial for
detecting successful exploitation (point 2). Even if the initial 'URL' exploit bypasses
signature-based detection, BTP will detect the anomalous process behavior, network
connections, or privilege escalation that results from successful execution. - E. User-ID
integration: Fundamental for mapping network activity ('IP Address') back to specific 'Users'
(point 3), providing the critical context for incident response and user remediation.
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Question 2. (Single Select)

A Security Operations Center (SOC) analyst is investigating a suspected phishing campaign
targeting Cortex XDR users. They observe multiple alerts related to suspicious login attempts
from various IP addresses globally. Which of the following Cortex Cloud components are most
critical for the analyst to effectively trace these login attempts back to their source and
understand the potential impact on user accounts?

A: Only 'Users' and 'Roles' to verify compromised accounts.
B: 'IP Address' indicator types to identify malicious sources, and 'Users' to correlate with login
attempts.
C: 'Domain' indicator types for C2 server identification and 'URL' indicator types for phishing link
analysis.
D: All of 'Users', 'Roles', 'IP Address', 'Domain', and 'URL' indicator types, as they collectively
provide a holistic view of the attack.
E: Only 'URL' indicator types to block the phishing links at the perimeter.

Correct Answer: D

Explanation:

To effectively investigate a phishing campaign with suspicious login attempts, an analyst needs a
holistic view. 'Users' helps identify affected accounts, 'Roles' can show if privileged accounts are
targeted, 'IP Address' indicator types identify the origin of the attempts, 'Domain' indicator types
can point to Command and Control (C2) servers or malicious infrastructure, and 'URL' indicator
types are crucial for analyzing the phishing links themselves. All these components are
interconnected and provide a complete picture for investigation and response.

Question 3. (Single Select)

A global organization uses Cortex XDR across multiple geopolitical regions, each with its own
data residency and compliance requirements. While 'Users' and 'Roles' manage access, the
organization needs to ensure that data generated from endpoints in Region A only resides and is
processed in the Cortex Cloud instance geographically located in Region A. How does Cortex
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Cloud fundamentally support this, and what challenges might arise if not properly configured?

A: By assigning region-specific 'Roles' to users, ensuring data separation. Challenge: User
misconfiguration can lead to data leakage.
B: Through the deployment of multiple Cortex XDR tenants (instances) in different geographical
regions, each handling its own data. Challenge: Centralized visibility and management.
C: Using 'IP Address' geo-location filtering at the ingress point. Challenge: Can be bypassed
with VPNs.
D: By dynamically routing 'URL' requests based on source IP. Challenge: Only applies to web
traffic, not endpoint telemetry.
E: Leveraging 'Domain' trust zones within a single tenant. Challenge: Does not ensure physical
data separation.

Correct Answer: B

Explanation:

To meet strict data residency requirements, Cortex Cloud (and by extension, Cortex XDR) often
necessitates the deployment of multiple, geographically distinct tenants (instances). Each tenant
is hosted in a specific region and processes/stores data originating from endpoints associated
with that region. The primary challenge this introduces is maintaining centralized visibility and
management across multiple separate tenants, often requiring a 'manager of managers' or
federated view solution.

Question 4. (Single Select)

A sophisticated APT group is observed to be using a novel technique involving DNS over
HTTPS (DOH) to bypass traditional DNS-based 'Domain' bIacklists and exfiltrate dat

a. Cortex XDR is deployed across the network. Which of the following strategies, leveraging
Cortex Cloud capabilities beyond basic indicator blocking, would be most effective in detecting
this activity?

A: Strictly enforcing 'IP Address' bIacklists for all known malicious C2s.
B: Configuring 'URL' filtering policies to block all HTTPS traffic not whitelisted.
C: Implementing endpoint behavioral analytics that detect anomalous DNS traffic patterns,
regardless of protocol, and correlating with process execution using XDR's 'Users' context.
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D: Relying on manual 'Domain' indicator updates from threat intelligence feeds.
E: Disabling all 'Roles' for unprivileged users to prevent any network communication.

Correct Answer: C

Explanation:

DOH bypasses traditional DNS filtering. The most effective strategy involves endpoint behavioral
analytics within Cortex XDR. This means detecting anomalous network connections and DNS
requests (even over HTTPS) that deviate from baseline behavior. Correlating these anomalies
with the 'Users' context (i.e., which process, run by which user, is making these requests)
provides crucial forensic detail and allows for the detection of novel exfiltration techniques that
bypass simple indicator blocking.

Question 5. (Single Select)

A high-severity incident involves an attacker gaining initial access via a spear-phishing email
containing a malicious 'URL'. The attacker then downloaded a payload from a 'Domain' that
quickly changed its 'IP Address' multiple times (fast flux DNS). Your task is to query Cortex XDR
to identify all endpoints that accessed this specific malicious 'URL' AND subsequently
communicated with any 'IP Address' resolved by the fast-flux 'Domain' within a 1-hour window of
the URL access. Which query structure best represents this complex correlation?

A: 

B: 

C: 

D: 
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E: 

Correct Answer: B

Explanation:

Option B uses XDR's XQL (Cortex Query Language) to perform a multi-stage correlation. It first
filters for URL access events related to the malicious URL. Then, it uses a 'join' operation to link
these events with network connection events where the destination domain matches the fast-flux
domain and occurred within a specific time window. This precisely answers the complex
correlation requirement, identifying both direct URL access and subsequent communication with
the dynamic C2 infrastructure. Options A, C, D, and E are too simplistic or focus on unrelated
aspects.
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