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Question 1. (Multi Select)

Which two tasks are considered frequent and high-priority when actively reviewing the threat landscape?

(Select two.)

A: Updating user training materials for quarterly phishing simulations.

B: Scheduling annual penetration tests for system validation.

C: Monitoring current threats and vulnerabilities affecting systems.

D: Archiving historical incident reports for long-term compliance.

E: Reviewing monitoring data to inform risk-based decisions.

Correct Answer: C, E

Explanation:

Active threat landscape review is an operational detection-and-analysis function: it focuses on what is

happening now, what is likely to impact the environment, and what telemetry indicates elevated risk.

Monitoring current threats and vulnerabilities (C) keeps analysts aligned to emergent campaigns (new

phishing kits, BEC lures, malware droppers, supplier compromise patterns) and to exposure shifts (fresh

CVEs that enable email-to-endpoint execution chains, new MFA-bypass trends, OAuth consent abuse).

Reviewing monitoring data for risk-based decisions (E) is the day-to-day SOC activity that converts signals

into priorities: TAP Threats/People views (Intended/At Risk/Impacted, clicks, severity), message traces

(Smart Search), and threat response outcomes (quarantines/pulls). These two tasks directly reduce

time-to-detect and time-to-contain by ensuring analysts focus on threats with user interaction, VIP

targeting, and campaign spread. The other options are valuable but not “frequent and high-priority” in active

landscape review: training content updates are periodic program work, pen tests are annual/episodic, and

archiving is compliance-driven rather than real-time threat prioritization.

Question 2. (Single Select)

Refer to Exhibit:

X-Proofpoint-Banner-Trigger: inbound

MIM-version: 1.0

Content-Type: multipart/mixed; boundary="boundary-1698346305"
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X-CLX-Shades: MLX

X-Proofpoint-Virus-Version: vendor=baseguard

engine=ICAP:2.0.272,Aquarius:18.0.987,Hydra:6.0.619,FMLib:17.11.176.26

definitions=2023-10-26_22,2023-10-26_01,2023-05-22_02

X-Proofpoint-Spam-Details: rule=spam policy=default score=89 bulkscore=0 phishscore=0

mlxlogscore=-91 suspectscore=0 malwarescore=0 adultscore=0 spamscore=89 classifier=spam adjust=0

reason=mlx scancount=l engine=8.12.0-2310240000 definitions=main-2310260209

In the process of reviewing a false positive, you see the following email header. What was the reason the

message was quarantined by the Proofpoint Protection Server?

A: A custom spam rule caused the message to be quarantined.

B: An anti-virus rule forced the message to be quarantined.

C: The recipient's personal block list forced quarantine of the message.

D: A content policy rule (DLP/compliance) forced quarantine of the message.

Correct Answer: A

Explanation:

The header contains X-Proofpoint-Spam-Details: rule=spam policy=default ... spamscore=89 ...

reason=mlx, which is the Proofpoint spam engine verdict (MLX classifier) and indicates quarantine was

driven by the spam policy evaluation, not by anti-virus or a user block list. In Proofpoint PPS/PoD,

quarantine decisions frequently include an “X-Proofpoint-*Details” header that records the policy, rule

family, and scoring components used to reach the final disposition. Here, the high spamscore=89 is

decisive, and there is also an MLX log score entry supporting the ML-based spam classification.

Antivirus-related quarantines typically show explicit malware/virus condemnation outcomes (e.g., malware

score, “virus” rule, or attachment verdicts), while personal block list actions would be reflected as

user-specific allow/block triggers, not the spam classifier rule. For IR triage, this header is the fastest way

to validate why a message was quarantined and whether a false positive should be addressed by tuning

spam thresholds, allow lists, or MLX-related settings rather than malware policies.

Question 3. (Single Select)

What is a defining characteristic of Advanced Persistent Threat (APT) actors?

A: They primarily use social engineering to gain access.
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B: They operate independently without government affiliation.

C: They focus on short-term financial scams.

D: They are state-sponsored and target strategic assets.

Correct Answer: D

Explanation:

APT actors are characterized by strategic intent, persistence, and resourcing—commonly associated with

state sponsorship or alignment—targeting sensitive assets such as government, defense, critical

infrastructure, research IP, and executive communications. In Proofpoint-centered investigations, APT-style

campaigns often show tailored lures (highly contextual pretexting), careful targeting (VIPs, finance, legal,

IT), and “low-and-slow” operational patterns that reduce obvious malware signals. They may use credential

phishing, session hijacking, or BEC-style social engineering as initial access, then pivot to

living-off-the-land techniques and stealthy persistence in cloud mailboxes (inbox rules, forwarding, OAuth

grants). Proofpoint telemetry (campaign clustering, threat actor mapping where available, impersonation

indicators, supplier compromise signals) supports detection and scoping, but the defining attribute remains

the attacker’s strategic targeting and persistence rather than any single technique. This distinction matters

operationally: APT suspicion raises escalation thresholds, broadens scoping (adjacent mailboxes,

suppliers, cloud audit logs), increases evidence preservation rigor, and typically triggers executive/legal

coordination earlier in the response lifecycle.

Question 4. (Single Select)

Based on the exhibit,

Page 4 of 7https://www.practicetestsoftware.com/proofpoint/ppan01



which user would most benefit from attending security awareness training based on their behavior?

A: Logan Green

B: Scarlett Wilson

C: Emma Taylor

D: Jacob Lewis

Correct Answer: D

Explanation:

In Proofpoint user-risk views (People page / user lists), “behavior” signals that drive training prioritization

typically include measurable interaction with threats—especially clicks on email threats and repeated

exposure patterns. The exhibit indicates that Jacob Lewis stands out behaviorally (e.g., elevated “Clicks on

Email Threats” relative to peers and/or meaningful exposure indicators), making them the best candidate

for targeted awareness intervention. From an IR preparation standpoint, training is most effective when it is

risk-based and individualized: users who click are statistically more likely to become the initial foothold for

credential theft and account takeover. Proofpoint programs commonly combine technical controls (URL

Defense blocking, attachment detonation, post-delivery quarantine) with human controls (just-in-time

coaching, targeted modules, reinforcement after real-world reports). Assigning training to high-click users

reduces future incident volume by cutting successful phishing rates, improving reporting via “Report

Suspicious,” and increasing early detection. Operationally, analysts also pair training with compensating

controls for repeat clickers (stricter URL access policy, heightened monitoring, enforced MFA, mailbox rule

audits) to reduce risk while behavior improves.

Question 5. (Single Select)
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Where can a user access “Smart Search”? (Select two.)

A: Protection Server GUI and Email Protection (Cloud) Admin

B: TAP Dashboard and TRAP Admin Console

C: Nexus Cloud Risk Explorer and TAP Dashboard

D: Protection Server GUI and Nexus Cloud Risk Explorer

Correct Answer: A

Explanation:

Smart Search is a message-tracing and investigation capability used to locate and analyze email messages

processed by Proofpoint email security components. Practically, responders use it to pivot on sender,

recipient, subject, message ID, IPs, URLs, and dispositions to rapidly scope incidents (who received what,

what action was taken, whether it was quarantined/rejected/delivered) and to support response actions

(block, release, or escalate). In Proofpoint deployments, Smart Search is accessible in the Protection

Server administrative interface (on-prem PPS) and in the Email Protection cloud administrative experience

(Proofpoint Email Protection / PoD admin), aligning to where message processing and policy decisions are

recorded. TAP Dashboard is primarily threat-focused telemetry (URLs, attachments, campaigns, user

exposure), while TRAP/Threat Response consoles are centered on post-delivery remediation and

orchestration. For IR, knowing the correct consoles matters because message trace data is authoritative for

chain-of-events reconstruction: it provides time stamps, policy hits, verdicts, and routing outcomes needed

for incident timelines and validation of false positives/negatives. Correct access points ensure analysts can

quickly confirm whether the gateway acted as expected and whether any delivered mail requires retroactive

remediation.
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