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Question 1. (Single Select)

Which of the following best describes the responsibility for security in a cloud environment?

A: Cloud Service Customers (CSCs) are solely responsible for security in the cloud environment.
The Cloud Service Providers (CSPs) are accountable.

B: Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security
responsibilities. The exact allocation of responsibilities depends on the technology and context.
C: Cloud Service Providers (CSPs) are solely responsible for security in the cloud environment.
Cloud Service Customers (CSCs) have an advisory role.

D: Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security
responsibilities. The allocation of responsibilities is constant.

Correct Answer: B

Explanation:

The shared security responsibility model in cloud environments clarifies that CSPs and CSCs
both have roles, with specific responsibilities varying based on the service model (laaS, PaaS,
SaaS). In laaS, CSCs handle more security, while CSPs manage most security in SaaS. [CCSK
Study Guide, Domain 1 - Cloud Security Scope and Responsibilities][161source].

Question 2. (Single Select)

Which of the following best describes the primary benefit of utilizing cloud telemetry sources in
cybersecurity?

A: They reduce the cost of cloud services.

B: They provide visibility into cloud environments.
C: They enhance physical security.

D: They encrypt cloud data at rest.

Correct Answer: B

https://www.directcertify.com/cloud-security-alliance-(csa)/ccsk Page 3 0f 6



Explanation:

Cloud telemetry provides detailed insights and visibility into security events and system
behaviors in cloud environments, which helps detect and respond to threats. [Security Guidance
v5, Domain 6 - Security Monitoring]

Question 3. (Single Select)

How does the variability in Identity and Access Management (IAM) systems across cloud
providers impact a multi-cloud strategy?

A: Adds complexity by requiring separate configurations and integrations.
B: Ensures better security by offering diverse IAM models.

C: Reduces costs by leveraging different pricing models.

D: Simplifies the management by providing standardized IAM protocols.

Correct Answer: A

Explanation:

Each cloud provider may use different IAM protocols and configurations, increasing complexity
and requiring customized integration for each cloud environment. [CCSK Study Guide, Domain 5
- Identity and Access Management]

Question 4. (Single Select)

In the shared security model, how does the allocation of responsibility vary by service?

A: Shared responsibilities should be consistent across all services.

B: Based on the per-service SLAs for security.

C: Responsibilities are the same across laaS, PaaS, and SaaS in the shared model.

D: Responsibilities are divided between the cloud provider and the customer based on the
service type.
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Correct Answer: D

Explanation:

The division of security responsibilities changes according to the service model. In laaS, CSCs
handle more security responsibilities, while in SaaS, the CSP manages more of the security
aspects. [Security Guidance v5, Domain 1 - Shared Responsibility Model][17tsource].

Question 5. (Single Select)

How can Identity and Access Management (IAM) policies on keys ensure adherence to the
principle of least privilege?

A: By rotating keys on a regular basis

B: By using default policies for all keys

C: By specifying fine-grained permissions
D: By granting root access to administrators

Correct Answer: C

Explanation:

Fine-grained permissions enable specific control over who can access certain resources, thus
enforcing the least privilege principle. [Security Guidance v5, Domain 5 - IAM]
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