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Question 1. (Multi Select)

A user contacted the help desk to report pop-ups on a company workstation indicating the
computer has been infected with 137 viruses and payment is needed to remove them. The user
thought the company-provided antivirus software would prevent this issue. The help desk ticket
states that the user only receives these messages when first opening the web browser. Which of
the following steps would MOST likely resolve the issue? (Select TWO)

A: Scan the computer with the company-provided antivirus software
B: Install a new hard drive and clone the user's drive to it
C: Deploy an ad-blocking extension to the browser.
D: Uninstall the company-provided antivirus software
E: Click the link in the messages to pay for virus removal
F: Perform a reset on the user's web browser

Correct Answer: C, F

Explanation:

"The user thought the company-provided antivirus software would prevent this issue."

The most likely steps to resolve the issue are to deploy an ad-blocking extension to the browser
and perform a reset on the user’s web browser. Ad-blocking extensions can help to prevent
pop-ups and other unwanted content from appearing in the browser, and resetting the browser
can help to remove any malicious extensions or settings that may be causing the issue.

Question 2. (HOTSPOT)

Welcome to your first day as a Fictional Company. LLC helpdesk employee. Please work the
tickets in your helpdesk ticket queue.

Click on individual tickers to see the ticket details. View attachments to determine the problem.

Select the appropriate issue from the 'issue' drop-down menu. Then, select the MOST efficient
resolution from the 'Resolution' drop-down menu. Finally, select the proper command or
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verification to remediate or confirm your fix of the issue from the Verify Resolve drop-down
menu.
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Correct Answer:
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Question 3. (DRAGDROP)
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A customer recently experienced a power outage at a SOHO. The customer does not think the
components are connected properly. A print job continued running for several minutes after the
power failed, but the customer was not able to interact with the computer. Once the UPS
stopped beeping, all functioning devices also turned off. In case of a future power failure, the
customer wants to have the most time available to save cloud documents and shut down the
computer without losing any data.

Correct Answer:

Question 4. (Single Select)

A technician installed a known-good, compatible motherboard on a new laptop. However, the
motherboard is not working on the laptop. Which of the following should the technician MOST
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likely have done to prevent damage?

A: Removed all jewelry
B: Completed an inventory of tools before use
C: Practiced electrical fire safety
D: Connected a proper ESD strap

Correct Answer: D

Explanation:

The technician should have connected a proper ESD strap to prevent damage to the
motherboard. ESD (electrostatic discharge) can cause damage to electronic components, and
an ESD strap helps to prevent this by grounding the technician and preventing the buildup of
static electricity. Removing all jewelry is also a good practice, but it is not the most likely solution
to this problem.

Question 5. (Single Select)

A user enabled a mobile device's screen lock function with pattern unlock. The user is
concerned someone could access the mobile device by repeatedly attempting random patterns
to unlock the device. Which of the following features BEST addresses the user's concern?

A: Remote wipe
B: Anti-maIware
C: Device encryption
D: Failed login restrictions

Correct Answer: A

Explanation:

The feature that BEST addresses the user’s concern is remote wipe. This is because remote
wipe allows the user to erase all data on the mobile device if it is lost or stolen, which will prevent
unauthorized access to the device1.
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