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Question 1. (Single Select)

How should an Architect force users to authenticate with Two-factor Authentication (2FA) for
Salesforce only when not connected to an internal company network?

A: Use Custom Login Flows with Apex to detect the user's IP address and prompt for 2FA if
needed.
B: Add the list of company's network IP addresses to the Login Range list under 2FA Setup.
C: Use an Apex Trigger on the UserLogin object to detect the user's IP address and prompt for
2FA if needed.
D: Apply the "Two-factor Authentication for User Interface Logins" permission and Login IP
Ranges for all Profiles.

Correct Answer: A

Question 2. (Multi Select)

Universal Containers (UC) wants to build a mobile application that will be making calls to the
Salesforce REST API. UC's Salesforce implementation relies heavily on custom objects and
custom Apex code. UC does not want its users to have to enter credentials every time they use
the app. Which two scope values should an Architect recommend to UC? Choose 2 answers.

A: Custom_permissions
B: Api
C: Refresh_token
D: Full

Correct Answer: B, C

Question 3. (Single Select)
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How should an Architect force users to authenticate with Two-factor Authentication (2FA) for
Salesforce only when not connected to an internal company network?

A: Use Custom Login Flows with Apex to detect the user's IP address and prompt for 2FA if
needed.
B: Add the list of company's network IP addresses to the Login Range list under 2FA Setup.
C: Use an Apex Trigger on the UserLogin object to detect the user's IP address and prompt for
2FA if needed.
D: Apply the "Two-factor Authentication for User Interface Logins" permission and Login IP
Ranges for all Profiles.

Correct Answer: A

Question 4. (Single Select)

What is one of the roles of an Identity Provider in a Single Sign-on setup using SAML?

A: Validate token
B: Create token
C: Consume token
D: Revoke token

Correct Answer: B

Question 5. (Multi Select)

Which two security risks can be mitigated by enabling Two-Factor Authentication (2FA) in
Salesforce? Choose 2 answers

A: Users leaving laptops unattended and not logging out of Salesforce.
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B: Users accessing Salesforce from a public Wi-Fi access point.
C: Users choosing passwords that are the same as their Facebook password.
D: Users creating simple-to-guess password reset questions.

Correct Answer: B, C
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